
 

  

KS3 : Computer Crime & Cyber Security 

Name: 
 
 

TARGET  

HWK Mark 
 
 

Assessment 
Result: 

SBE BE E AE SAE 

 

KEYWORDS 

 

Unit Description 

Phishing Hacking Malware This unit covers some of the legal safeguards regarding computer use, including 

overviews of the Computer Misuse Act, Data Protection Act and Copyright Law 

and their implications for computer use. Phishing scams and other email frauds, 

hacking, “data harvesting” identity theft and safe use of social media are 

discussed together with ways of protecting online identity and privacy. Health 

and Safety Law and environmental issues such as the safe disposal of old 

computers are also discussed. 

Homework is given for each lesson. These consist of a mixture of short, factual 

questions assessing knowledge in isolation and longer questions in which 

students are asked to analyse a situation or justify their answer to questions. 

The final assessment is a multiple choice set of questions covering content from 

this unit of study. 

Virus Trojan Logic Bomb 

Geo-Tagging Data Harvesting Cybercrime 

RSI Copyright E-Waste 

NATIONAL CURRICULUM LINK 

understand a range of ways to use technology safely, 
respectfully, responsibly and securely, including protecting 
their online identity and privacy; recognise inappropriate 
content, contact and conduct and know how to report 
concerns 

Please Tick off Criteria that you have met during this cycle of work  

7-9 
 

Describe the effects on individuals and companies of illegally downloading copyright material, e.g. 
music, images and movies 

 

Respond effectively and appropriately to emails  

Briefly describe the content of the major Acts concerning computer use  

6 - 7 
 

Find out what data is held about them by companies such as Google  

Recognise fraudulent emails and protect themselves effectively from unwittingly giving personal 
information (e.g. account numbers and passwords) or otherwise being defrauded  

 

Use computers sensibly and safely with regard to physical hazards such as backache, eyestrain, RSI etc.  

5 

Adhere to Copyright Law when using written text, downloading music etc.  

Name the major Acts concerning computer use  

Protect their online identity using Privacy settings and by not uploading personal details  

Identify some of the signs of fraudulent emails and respond appropriately   

Describe how to safely dispose of an old computer  

4 

List some of the Health and Safety hazards associated with computer use  

Describe briefly ways of protecting online identity  

Describe briefly some of the dangers of putting personal data on social networking sites  

PREVIOUS LEARNING 

No previous knowledge is required 



 

KS3 : Python next steps 

Name: 
 
 

TARGET  

HWK Mark 
 
 

Assessment 
Result: 

SBE BE E AE SAE 

 

KEYWORDS 

 

Unit Description 
IDLE integer array 

This unit assumes that pupils already have some prior experience in Python or a 

similar language, and the first lesson has a series of tasks designed to revisit the 

basic skills already covered. Pupils then use for loops and compare their use 

with while loops, before moving on to arrays (lists), which are introduced as a 

new data structure and are used in conjunction with for loops. Functions with 

and without parameters are covered to help pupils understand the concept and 

benefits of modular programming. 

Homework is given for each lesson. These consist of a mixture of short, factual 

questions assessing knowledge in isolation and longer questions in which 

students are asked to analyse a situation or justify their answer to questions. 

For the Assessment Pupils will answer some questions relating to a short Python 
program, and write some pseudocode for a short program. They will write and 
run a program and submit the code and screenshots of the program running in a 
learning Portfolio.  
 

Variable float index 

String round procedure 

dry run BIDMAS function 

data type Selection call 

casting Iteration argument 

logic error Loop parameter 

debug syntax error return value 

assignment statement modular program 

NATIONAL CURRICULUM LINK 

 Use two or more programming languages, one of which is 
textual, to solve a variety of computational problems; 
make appropriate use of data structures; design and 
develop modular programs that use procedures and 
functions 

 Understand several key algorithms that reflect 
computational thinking (for example, ones for sorting and 
searching); use logical reasoning to compare the utility of 
alternative algorithms for the same problem. 

Please Tick off Criteria that you have met during this cycle of work  

7-9 
 

Create a program that is easy to use, caters for user input errors, has explicit error messages telling the user 
what the correct form of entry is and produces output with suitable headings or explanation 

 

Devise their own functions to create a modular program  

Use loops to populate, interrogate and print lists, using a counter as an index to an array element  

6 - 7 
 

Explain the advantages of functions for reusable sections of program code  

Create a list and append or change elements of the list  

Use counters correctly in conjunction with for loops  

5 

Select the most suitable type of loop (for or while) for a given problem  

Use data types correctly and convert between them when necessary  

Write programs that use a loop to repeat a section of code  

Write programs that use lists (known as ‘arrays’ in some languages)  

Create and use a function with or without parameters  

4 

Find and debug syntax errors  

Look at a given section of code and describe its function  

Create a suitable output message based on user input  

PREVIOUS LEARNING 

Pupils are expected to have had some previous experience of Python programming, including basic inputs and outputs,  converting inputs to numbers 
using the int() function, selection (if-elif-else statements) and while loops. 



 

  

KS3 : HTML & Web Development 

Name: 
 
 

TARGET  

HWK Mark 
 
 

Assessment 
Result: 

SBE BE E AE SAE 

 

KEYWORDS 

 

Unit Description 
HTML Internal style 

They will learn how to create text styles and add content, including text and 
graphics, in a specified position on a page, as well as navigation links to other 
pages on their website and to external websites. The basics of good design are 
covered and, with the help of worksheets, pupils will develop their own 
templates in a text editor such as Notepad.  They will decide on a topic for their 
websites, document their designs and collect suitable text and images. They will 
then use their HTML templates to create their websites, including a web form. 
Pupils can view the data collected by the web form into a simulated database. 
This also helps to stimulate discussion on the privacy of data. 
 

Homework is given for each lesson. These consist of a mixture of short, factual 

questions assessing knowledge in isolation and longer questions in which 

students are asked to analyse a situation or justify their answer to questions. 

Pupils will put evidence of their final website in an Assessment Portfolio. They 
will also answer questions on HTML, CSS and web design principles in order to 
demonstrate understanding 

Tags Embedded element 

Attribute External text editor 

Property template web browser 

CSS hyperlink navigation 

Inline responsive design 

NATIONAL CURRICULUM LINK 

 Undertake creative projects that involve selecting, using, 
and combining multiple applications, preferably across a 
range of devices, to achieve challenging goals, including 
collecting and analysing data and meeting the needs of 
known users 

 Create, re-use, revise and re-purpose digital artefacts for 
a given audience, with attention to trustworthiness, 
design and usability 

Please Tick off Criteria that you have met during this cycle of work  

7-9 
 

Add enhancements or additional features to the original basic design  

Construct a good-looking, well-formatted interactive website that is suitable for its intended audience  

Use responsive design techniques in creating their website so that the web pages will adapt to any size of screen  

6 - 7 
 

Create a simple web form to collect user data  

Use the template to design a multi-page website with a consistent look and feel to each page  

Use HTML and CSS to create their web page template   

5 

Write CSS code to define the styles of different parts of a web page   

Use a range of HTML tags to create well laid out web pages  

Use a design to create a template for a web page using HTML  

Create a simple navigation system using HTML  

4 

Insert text, images and links on their web pages  

Write HTML code to create a simple web page and display it in a browser  

Create their own multi-page website   

PREVIOUS LEARNING 

Basic IT skills such as finding images and sizing or cropping them to fit a given space, selecting and editing text will be useful. Pupils should be aware of 
image size and its relevance to speed of loading a web page containing images 



 

  

KS3 : Database Development 

Name: 
 
 

TARGET  

HWK Mark 
 
 

Assessment 
Result: 

SBE BE E AE SAE 

 

KEYWORDS 

 

Unit Description 

Flat-file database record criterion 
It is a practical unit covering the basic theory, creation and use of a single-table 
database and a simple relational database involving two tables in a one-to-many 
relationship. Pupils will start by looking at an existing single-table database, 
learning how to add records and make queries. In subsequent lessons they will 
create: 

 a flat-file or two-table relational database of their own, using suitable 
field types and adding in appropriate validations 

 an input form with help text, combo boxes and list boxes  

 queries and a report using data from one or both tables  

 a front end menu for their application linking to the database input 
form and report 

MS Access is used in this unit. 
Homework is given for each lesson. These consist of a mixture of short, factual 

questions assessing knowledge in isolation and longer questions in which 

students are asked to analyse a situation or justify their answer to questions. 

Assessment will be by means of an Assessment Portfolio. 

relational 
database 

field criteria 

table query primary key 

column parameter linked tables 

NATIONAL CURRICULUM LINK 

understand the hardware and software components that make 
up computer systems, and how they communicate with one 
another and with other systems 

Please Tick off Criteria that you have met during this cycle of work  

7-9 
 

Edit a report structure and add subtotals and/or a total to the report  

Create a report which uses data from linked tables    

Create a complex query which uses two tables in a relational database  

6 - 7 
 

Create the relationship between two linked tables  

Add features to an input form to make it more user-friendly  

Fully customise their input forms and reports  

5 

Create a front-end application menu with buttons linking to a form and a report  

Create a basic report with suitable headings  

Query the database using more than one criterion to find answers to user queries  

Create a basic input form to input data  

4 

State the purpose of a primary key in a database  

Create a database table using several fields with different data types  

Give examples of databases used by organisations which are accessible to the public via the Internet  

Prior Learning 

No previous learning is necessary with this unit. 



 

 

  

KS3 : Networks 

Name: 
 
 

TARGET  

HWK Mark 
 
 

Assessment 
Result: 

SBE BE E AE SAE 

 

KEYWORDS 

 

Unit Description 

Internet Protocol 
peer-to-peer 

network 
This is a theoretical unit covering the basic principles and architecture of local 

and wide area networks. Pupils will learn that the World Wide Web is part of 

the Internet, and how web addresses are constructed and stored as IP 

addresses. Client-server, peer-to-peer networks and the concept of cloud 

computing are all described. Ways of keeping data secure and simple encryption 

techniques are also covered. 

Homework is given for each lesson. These consist of a mixture of short, factual 

questions assessing knowledge in isolation and longer questions in which 

students are asked to analyse a situation or justify their answer to questions. 

In the final lesson, pupils will sit a multiple choice test which will form the Unit 
assessment. 

 

World Wide Web wide area network cloud computing 

domain name local area network encryption 

IP address data packets decryption 

client-server 
network 

packet switching plaintext 

URL (Uniform Resources Locator) cipher text 

NATIONAL CURRICULUM LINK 

 Understand the hardware and software components that 
make up computer systems, and how they communicate 
with one another and with other systems 

 Understand a range of ways to use technology safely, 
respectfully, responsibly and securely  

Please Tick off Criteria that you have met during this cycle of work  

7-9 
 

Describe the concept of cloud computing and some of the benefits it brings to individuals and organisations  

Design a network layout for their school, using icons to represent server, hub, switch, router, Internet, workstation, 
printer 

 

Compare the uses of peer-to-peer networks and client-server networks  

6 - 7 
 

Identify some of the extra hardware components used in a LAN  

Explain the meaning and significance of bandwidth  

Explain what is meant by buffering and why it is used  

5 

State the advantages and disadvantages of different network topologies   

Design a simple network layout  

State why some transmissions are encrypted, and use a simple algorithm to encrypt and decrypt a message  

Describe what is meant by a client-server network and state some of its advantages  

Explain the basic principle of packet switching  

4 

Define the meaning of the terms “domain name”, http protocol  

State that the Internet is a wide area network and the world wide web is part of the Internet  

State three different network topologies  

Give examples of LANs and WANs  

PREVIOUS LEARNING 

No previous learning is necessary with this unit. 



 

 

KS3 : Sound Editing in Audacity 

Name: 
 
 

TARGET  

HWK Mark 
 
 

Assessment 
Result: 

SBE BE E AE SAE 

 

KEYWORDS 

 

Unit Description 
Vocabulary associated with sound editing 

In this unit pupils will learn how sound is digitized and stored on computers. 

They will learn basic sound editing techniques and how to add sound effects and 

mix tracks. Ways of creating different sound effects (the job of a “foley artist”) 

are described. Pupils will undertake a creative project to analyse, plan, record 

and edit a short sound file. This could take the form of a radio advertisement or 

short podcast 

Homework is given for each lesson. These consist of a mixture of short, factual 

questions assessing knowledge in isolation and longer questions in which 

students are asked to analyse a situation or justify their answer to questions. 

Assessment will be by means of an Assessment Portfolio, to include a 
description, critical review and evidence of an advertisement planned and 
recorded by the pupil, and a self-evaluation. 

 

Trim Envelope Mono 

Effects Ducking stereo 

Noise Import audio track 

Pitch Export time shift 

Vocabulary associated with sound storage: 

Sampling Frequency 
 

digital 

Amplitude Wavelength bitrate 

sound wave 
sampling 

frequency 
diegetic and non-

diegetic sound 

NATIONAL CURRICULUM LINK 

 Understand how data of various types (including sounds) 
can be represented and manipulated digitally, in the form 
of binary digits 

 Undertake creative projects that involve selecting, using, 
and combining multiple applications, preferably across a 
range of devices, to achieve challenging goals, including 
collecting and analysing data and meeting the needs of 
known users 

Please Tick off Criteria that you have met during this cycle of work  

7-9 
 

include a range of suitable techniques and effects to produce an effective product that meets specification  

plan and create a project with the minimum of assistance  

6 - 7 
 

use more sophisticated editing techniques  

explain how their product meets the given brief  
combine speech, music and sound effects from different sources into one end product  

5 

select appropriate material for a specific audience  

work collaboratively to give and receive feedback on work done by others  

use basic editing techniques to produce a sound file  

4 

select suitable materials for a project  

explain how sound is digitized  

use input and output devices to record and play sounds  

PREVIOUS LEARNING 

Pupils should be aware that computers work digitally, and use numbers rather than analogue data. Pupils should be aware from science 
lessons that sound is transmitted by waves. 


