Cycle
AAQ Unit 1 (Pack A Part 1)
Digital Devices

Name: TARGET
HWK Mark / Assessment| | ggg | BE E AE | SAE
Result:
KEYWORDS Unit Description
multifunctional real-time networking Students should apply their knowledge and understanding of the features and
uses of digital devices in IT systems to meet the needs of individuals and
embedded multi-user _SyStem organisations. Students should apply their knowledge of notation used in
systems dlagrams designing IT systems and flowcharts. This knowledge is essential for the effective
Single switch mUItitaSking command line use of technology in both personal and professional settings. Students should
entry devices apply their knowledge and understanding of the features and uses of peripheral
single use sip and puff text to speech devices and media in IT systems to meet the needs of individuals and
switches organisations. Students should know and understand the concepts, implications
device drivers Flowcharts automation and impact on individuals and organisations of the use of, and relationships
between hardware and software. Homework is given for each lesson. These
Artificial application connectivity consist of a mixture of short, factual questions assessing knowledge in isolation
Intelligence software and longer questions in which students are asked to analyse a situation or justify
menu-driven Operating System user interface their answer to questions. The final assessment given assesses student’s
knowledge of the current unit. This is an internal assessment (30% of total
grade).

A: Explore the concepts and implications of the use of, and relationships among devices v
that form IT systems

Features of digital devices that form part or all of IT systems: personal computers,
Al.1 | multifunctional devices, mobile device, servers, entertainment systems, digital cameras,
navigation systems, communication devices and systems, embedded systems.
Al.2 Function and use of the above digital devices for: personal education and training,
] social, retail, manufacturing.
A1.3 | Forms of notation used to design IT systems: System diagrams, Flowcharts
A2.1 Features and uses of peripheral devices used with other digital devices to form part
) of an IT system: Input, output, storage devices
Assistive technologies including: adaptive keyboards, screen readers, braille displays,
A2.2 | screen magnifiers, head pointers, single switch entry devices, foot switches, sip and puff
switches, eye tracking switches, text to speech software.
A2.3 Characteristics and implications of storage media used to form part of an
) IT system: Capacity, cost, speed, compatibility.
A2.4 | Data processing: Manual, automatic
A3.1 Types of operating systems: batch, distributed, multitasking, networking OS, real-time
] 0S, mobile 0OS, single use, multi-user
A3.2 Role of the operating system in managing: networking, security, memory management,
] multi-tasking, device drivers, user accounts.
A3.3 | Types, uses and features of software: Utility, application
Factors impacting the choice and use of operating system and application software:
A3.4 | cost, security, hardware and software compatibility, features, business or user needs,
performance.
A3.5 Types of user interface and factors affecting the choice of user interface: command
) line, menu-driven, graphical user, touchscreen graphical user.
A3.6 Principles and implications of open source and propriety software: operating systems,
) application software.




A3.7 Features of common file types and formats used for: images, audio, videos, application
software
Cycle
AAQ Unit 1 (Pack A Part 2)
Choosing IT Systems
Name: TARGET
Assessment
HWK Mark / / SBE BE E AE SAE
Result:
KEYWORDS Unit Description
connectivity specifications automation
emergin_g automation manufacturing Students should know and understand how the features of an IT system
technologies _ — can affect its performance and the factors impacting on the choice.
user needs productivity compatibility Students should understand how emerging technologies can be used by
q | - dat vsi Artificial individuals and organisations. Homework is given for each lesson.
ata logging ata analysis Intelligence These consist of a mixture of short, factual questions assessing
- - - - knowledge in isolation and longer questions in which students are
security implementation testing N - . .
asked to analyse a situation or justify their answer to questions. The
downtime timescales cost, final assessment given assesses student’s knowledge of the current
efficiency unit. This is an internal assessment (30% of total grade).
specifications performance compatibility

A: Explore the concepts and implications of the use of, and relationships among devices
that form IT system

Factors affecting the choice of IT systems: user needs, specifications, compatibility,

A4.1 L . ) ) o .
connectivity, cost, efficiency, implementation, productivity, security.
Features and implications of IT systems used by organisations for: stock control, data
A4.2 | logging, data analysis, general office tasks, creative tasks, advertising, manufacturing,
security, automation.
Impact and implications for organisations of IT systems in terms of: user experience,
A4.3 | employee and customer needs, cost, implementation, replacement or integration with current
systems, productivity, working practices, staff training needs, user support, security.
A5.1 The concepts and implications of how emerging technologies and artificial
) intelligence (AI) affect the performance of IT systems.
A5.2 | Implications of emerging technologies and AI on the personal use of IT systems
A5.3 Implications of emerging technologies and AI on the use of IT systems in

organisations.




Cycle
AAQ Unit 1 (Pack B)
Transmitting Data

Name: TARGET
Assessment
HWK Mark / / | SBE | BE E AE | SAE
Result:
KEYWORDS Unit Description
specifications connection compression
types Students should know the concepts and implications for individuals and
wireless wired HTTP organisations of connecting devices to and from a network. They will
| h h also be familiar with various connectivity methods. Students should
usB Bluetoot ethernet know and understand how the features and processes of data
Lossy Transmission SMPT jcrar?smlssmn affect the use and performance. of IT systems. Homework
is given for each lesson. These consist of a mixture of short, factual
lossless IMAP POP questions assessing knowledge in isolation and longer questions in
which students are asked to analyse a situation or justify their answer
VOIP HTTPS compatibility to questions. The final assessment given assesses student’s knowledge
— - - - of the current unit. This is an internal assessment (30% of total grade).
productivity implementation security
B: The essential content topics require understanding of the concepts, processes and v

implications of transmitting data within and between IT systems.

B1.1

Wireless and wired methods of connecting devices and transmitting data within and
between IT systems (i.e. Bluetooth, USB, WI-FI, Ethernet)

B1.2 .,
organisations.

How the features of connection types can meet the needs of individuals and

B1.3 | Implications of selecting and using different connection types.

B1.4 | Impact of connection types on the performance of an IT system.

B2.1 | Network topologies (including star, ring, bus)

B2.2 | Types of networks (including Pan, LAN, WAN, VPN)

B2.3

Factors affecting the choice of network (including User needs, specifications,
connectivity, cost, efficiency compatibility, implementation, productivity and security)

Sy IT system

How the features of a network and its component parts affect the performance of an

ek POP, IMAP, VOIP, HTTP, HTTPS)

Protocols used to govern and control data transmission for common tasks (i.e. SMPT,

Sk types and networks.

Security issues and considerations when transmitting data over different connection

B3.3 | Factors affecting and implications of bandwidth and latency

SEH application software)

Implications of common file types and formats used (including Images, audio, videos,

B3.5

Factors affecting the choice of compression types (including lossy and lossless)

B3.6

digital format

Use and implications of codecs when using and transmitting audio and video in




Cycle
AAQ Unit 1 (Pack C)
Operating Online

Name: TARGET
Assessment
HWK Mark / / SBE BE E AE SAE
Result:
KEYWORDS Unit Description
privacy scalability downtime
forums SaaS PaaS Students should know and understand the features, impact and
Private cloud podcasts IaasS implications of the use of online IT systems to store data and perform
tasks. Students should know and understand the features of online
Public cloud VPN remote communities and the implications of their widespread use for
working individuals and organisations. Homework is given for each lesson.
Hybrid cloud desktop Chatrooms These consist of a mixture of short, factual questions assessing
technologies knowledge in isolation and longer questions in which students are
security blog/vlog instant asked to analyse a situation or justify their answer to questions. The
messaging final assessment given assesses student’s knowledge of the current
integration with productivity policies unit. This is an internal assessment (30% of total grade).
current systems
C: The essential content topics require understanding of the implications for individuals v
and organisations of using online IT systems.
C1.1 | Cloud computing models (including Private, public, IaaS, SaaS, PaaS)
C1.2 | Impact and implications of using cloud computing for individuals and organisations.
c1.3 Systems that enable and support remote working (including VPNs, Remote desktop
i technologies)
C1.4 The way factors affect the use and selection of online systems (i.e. security, cost, ease
) of use, features, connectivity, scalability)
c2.1 Ways of communicating and interacting with online communities (social media,
i blog/vlog, wiki, Chatrooms, instant messaging, podcasts, forums)
Considerations for individuals and organisations of using and accessing online
C2.2 communities (i.e. user experience, meeting user needs, cost, privacy, security, downtime,
: training, integration with current systems, productivity, working practices and company
policies)




Cycle
AAQ Unit 1 (Pack D)
Protecting data

Name: TARGET
Assessment
HWK Mark / Result: / SBE BE E AE SAE
KEYWORDS Unit Description
access control digital data in secure

certificates websites
encryption stored data data during Students should know and understand the types of accidental and
transmission, malicious threats to the security and integration of data, held in and
firewalls external threats | stealing/leaking used by IT systems. Students should know the uses and implications
information of systems and procedures used to protect the data of individuals and
internal threats accidental antivirus organisations. Homework is given for each lesson. These consist of a
disclosure software mixture of short, factual questions assessing knowledge in isolation
Backup recovery multi-factor and longer questions in which students are asked to analyse a
procedures procedures authentication situation or justify their answer to questions.
biometrics passwords portable The final assessment given assesses student’s knowledge of the
devices current unit. This is an internal assessment (30% of total grade).
hackers social natural
engineering disasters

D: The essential content topics require understanding of the issues and implications of
storing and transmitting information in digital form.

D1.1 Types of external threats to data (including viruses and other malware, unauthorised
) access, hackers, accidental damage, social engineering, natural disasters)
D1.3 Types of int_ernal th_rea_ts to da_ta (access to inappropr/_'ate websites, accidental disclosure
) of data, stealing/leaking information, use of portable devices)
Impact on individuals and organisations from threats to data, information and
D1.3 | systems (including loss of data, financial loss due to legal action, loss of customers due to
public image)
Techniques used to protect data and systems (including file permissions, access levels,
D2.1 | backup and recovery procedures, passwords/multi-factor authentication, biometrics, physical
access control, digital certificates)
D2.2 | Features and functions of using antivirus software to protect data.
D2.3 | Features and functions of using firewalls to protect data.
D2.4 Features and functions of encryption methods to protect (including stored data, data
during transmission, data in secure websites).




Cycle
AAQ Unit 1 (Pack E)
Impact of IT Systems

Name: TARGET
A men
HWK Mark / ssessment| | ggg | BE E AE | SAE
Result:
KEYWORDS Unit Description
transactional accessibility ease of use Understand how the features of online services are used
: dat? to meet the needs of individuals and organisations.
interview functionality Understand the uses, processes and implications for
performance primary focus groups individuals and organisations of accessing and using data
compatibility data accuracy questionnaire and information in dlgltél form. Homework is given for
each lesson. These consist of a mixture of short, factual
error reduction secondary targett_ad questions assessing knowledge in isolation and longer
— - marketing guestions in which students are asked to analyse a
validation collaborative remote L _— . . .
. - situation or justify their answer to questions. The final
working working ) )
reliability of verification survey assessment given assesses student’s knowledge of the
information current unit. This is an internal assessment (30% of total
grade).
E: The essential content topics require understanding of the uses, issues and implications v

of IT systems and their impact on individuals and organisations.

Features and implications of using online services to support (including retail, financial

El.1 | services, education and training, news and information, entertainment and leisure, booking
systems)
Uses, impact and implications for individuals and organisations of (transactional data,

E1.2 . . . .
targeted marketing, collaborative working, remote working)

E2.1 | Sources of data including (primary and secondary)

E2.2 | Methods of ensuring reliability of information

E2.3 Methods of collecting data and opinions including (survey, questionnaire, focus groups,

] interview)

E2.4 | Reasons for ensuring data accuracy.

E2.5 | Methods of ensuring data accuracy (including verification and validation)
Characteristics and considerations of user interfaces for data collection and

E2.6 | processing systems (including ease of use, accessibility, error reduction, functionality,

performance, compatibility)




Cycle
AAQ Unit 1 (Pack F)

Issues
Name: TARGET
Assessment
HWK Mark / Result: / SBE BE E AE SAE
KEYWORDS Unit Description

display screen

data protection

equipment Ethical factors
regulations
assistive . unequal access
technology privacy
regulations environmental Moral Factors

Understand the moral and ethical factors and implications
of using information technology for individuals and
organisations. Understand the legal issues relating to the
use of IT systems, and the implications for individuals and
organisations. Homework is given for each lesson. These

_ _ impact : consist of a mixture of short, factual questions assessing
online behaviour acc?ﬁ)tl?cbi;es use netiquette knowledge in isolation and longer questions in which
Designs and copyright health and students are ask'ed to anaIYse a situation orJ.ust|fy their
answer to questions. The final assessment given assesses
patents safety
legislation student’s knowledge of the current unit. This is an internal
misuse User data Patents assessment (30% of total grade).
F: The essential content topics require understanding of the concepts, impacts, and v

implications of moral, ethical and legal issues relating to the use of IT systems.

Moral and ethical factors and implications of the use of information technology

F1.1 | including (privacy, environmental impact, unequal access to information technology, access
to assistive technology, online behaviour and netiquette, acceptable use policies).
Role and impact of current legislation in protecting IT systems, users and their data
F2.1 from attack and misuse (including computer misuse legislation, copyright, designs and

patents legislation, copyright regulations (computer programs), health and safety and display
screen equipment regulations, data protection legislation)




Cycle

AAQ Unit 2 (Pack A Part 1)

Cyber Security Threats

Name: TARGET
HWK Mark / Assessment| | gpg | pBE E AE | SAE
Result:
KEYWORDS Unit Description
user/device Physical Accidental Students should apply their knowledge and understanding
supervision equipment : loss of the function and impact of internal and external
Compat'b'“ty . m_terferen_ce threats. threats. Homework is given for each lesson. These
issues deliberate theft with running . . . .
of the network consist of a mixture of short, factual questions assessing
employee harassment unauthorised knowledge in isolation and longer questions in which
sabotage software students are asked to analyse a situation or justify their
legal liability interfere with auditing answer to questions. The final assessment given assesses
issues monitoring

student’s knowledge of the current unit. This is an internal

assessment (30% of total grade).

A1l: Cyber security threats, system vulnerabilities and security protection methods v
Internal threats (including employee sabotage, deliberate and accidental, accidental or

Al.1 | deliberate damage , weak cyber security measures and unsafe practice , accidental loss or disclosure
of data/credentials)

A1.2 Function of external threats (including malicious software, spyware, adware, ransomware,
bots, hacking, sabotage, social engineering, physical security)

AL.3 Impact of a credible threat, likely to result in some form of loss (inc/luding operational,

i financial, reputational, intellectual property)

Cyber security threats vary over time and cyber security organisations provide

Al.4 | regular updates on the current and changing threat landscape (including NCSC, NIST
and OWASP)




Cycle
AAQ Unit 2 (Pack A Part 2)

System vulnerabilities

Name: TARGET
HWK Mark / Assessment | , | opp | pBE E AE | SAE
Result:
KEYWORDS Unit Description
universal serial bus directories spoofing

(USB)/flash drive

firewall ports

SQL injection

Denial of Service
(DoS)

Original Equipment
Manufacturers (OEMs)

zero-day
exploits

satellite link

Wi-Fi, IEEE 802.11 family of

Infra-Red (IR)

cellular device/5G

standards router
Near-field communication port scanner wireless router
(NFC)
Radio-frequency identification website router-modem
(RFID) vulnerability

scanner

Students should apply their knowledge and
understanding of the different types of systems and
their vulnerabilities, tools to assess the vulnerabilities
and the risk management measures Homework is
given for each lesson. These consist of a mixture of
short, factual questions assessing knowledge in
isolation and longer questions in which students are
asked to analyse a situation or justify their answer to
guestions. The final assessment given assesses

Open Web Application Security network registry checker student’s knowledge of the current unit. This is an
Project (OWASP t .
roject (O ) magfsiz\zrsyem internal assessment (30% of total grade).

A2: Students should apply their knowledge and understanding of the different types of

systems and their vulnerabilities, tools to assess the vulnerabilities and the risk v

management measures.

A2.1

Vulnerabilities of different types of computer and/or systems and the different
threats they are exposed to (including network; firewall ports, external storage devices,
Organisational; permissions or privileges, password policy, password management,
Software; from untrust worthy source, software downloads, illegal copies, zero-day exploits,
data storag and processing software, OS, GUI and CLI, Mobile devices relaint on OEMs to
update system software, Physical, Roces of how people use the system, security implications
of cloud computing and of the Internet of Things (IoT) devices,; cloud computing, IoT )

A2.2

Where to find up-to-date sources of information on specific known hardware and
software vulnerabilities (including manufacturer’s website, forum/technical help website
for IT professionals/cyber security specialists, third party websites specialising in specific
hardware or software)

(o) access devices)

Attack vectors (including Wireless, internet connection types, devices, internal network

A2.4

user vulnerabilities)

Types and uses of tools and methods to assess the vulnerabilities in computer
systems (including port scanner, network mapper/system discovery, registry checker,
website vulnerability scanner, vulnerability detection and management software, assessing

A2.5

Use of independent third-party review of a system and network designs before
implementation (including establishing due diligence, third party certification)

A2.6

Applications and features of penetration testing for common threats, those in the
Open Web Application Security Project (OWASP) top 10 (including uses range of

techniques to find weak spots, checks against lists of known vulnerabilities, produce reports,
in appropriate formats)

A2.7

Passive risk management measures (including risk transfer to a third party, risk
avoidance by stopping an activity, risk acceptance)




Cycle

AAQ Unit 2 (Pack A Part 3)
Legal responsibilities

Name: TARGET
Assessment
HWK Mark / Result: / SBE BE E AE SAE
KEYWORDS Unit Description
General Data principles data Students should know the responsibilities in
Protection Regulation processing relation to current legal legislation.
unauthonsgc_l access protection personal rights Homework is given for each lesson. These
to and modification of B . . f short. f | .
data of data consist of a mixture of short, factual questions
Personally identifying | personal unauthorised assessing knowledge in isolation and longer
information (PII) data access questions in which students are asked to
analyse a situation or justify their answer to
unauthorised access Computer Data questions.
to computers/devices | Misuse Act | protection Act The final assessment given assesses student’s
knowledge of the current unit. This is an
internal assessment (30% of total grade).
A3: Students should know the responsibilities in relation to current legal legislation. v

modification).

Current legislation (including General Data Protection Regulation (GDPR)
A3.1 (requirements for protection of data, privacy rights), Computer Misuse Act 1990
: (protects personal data held by organisations from unauthorised access and

Areas the legislation applies to (inc/uding protection of data, in storage and when
A3.2 | transferred, privacy, personally identifying information (PII), unauthorised access to
computers/devices, unauthorised access to and modification of data)

Legal responsibilities legislation (including General Data Protection Regulation
A3.3 (GDPR),; principles, legal reasons for data processing, personal rights, Computer Misuse
Act; responsibilities of organisations)




Cycle

AAQ Unit 2 (Pack A Part 4)
Software and hardware security measures

Name: TARGET
A men
HWK Mark / ssessment SBE | BE E AE | SAE
Result:
KEYWORDS Unit Description
Hot site offsite Onsite Students should apply their knowledge and
Incremental Differential backup understanding of the use and effectiveness of
backup card entry )
! i ! i security measures for software and hardware,
magnetic stripe Warm site electronic . .
use of encryption and precautions to protect
archiving Closed-Circuit mechanical wireless local area network (WLAN). Homework

Television (CCTV)

handwriting/sign
ature/pattern

Full backup

site security locks

redundant array
of independent
disks (RAID)

data resilience

full/bare-metal restore

wireless local
area network
(WLAN)

Radio-frequency
Identification (RFID)

Near-field
Communication (NFC)

is given for each lesson. These consist of a
mixture of short, factual questions assessing
knowledge in isolation and longer questions in
which students are asked to analyse a situation
or justify their answer to questions.

The final assessment given assesses student’s
knowledge of the current unit. This is an internal
assessment (30% of total grade).

A4: Students should apply their knowledge and understanding of the use and effectiveness

of security measures for software and hardware, use of encryption and precautions to v
protect wireless local area network (WLAN)

A4.1

Software and hardware (including physical security measures, data storage, data protection
and backup, and recovery procedures, antivirus software and detection techniques, software and
hardware firewalls and the filtering techniques they use, user authentication, access controls and the
methods to restrict users’ access to resources, trusted computing its benefits and drawbacks, Finding
lost or stolen devices, Device based security)

A4.2

Use of encryption (including storage encryption, communications encryption)

A4.3

Precautions that can be taken to protect a Wireless Local Area Network (WLAN)
from unauthorised access (including Media Access Control (MAC) address filtering and
hiding the Service Set Identifier (SSID), wireless encryption)

A4.4

Security issues during network and system design to ensure security is built
(including expect attacks to happen and plan for them, design the system to run on ‘fewest
privileges’, assume everyone will get access to the system design, avoid reliance on
secrecy/obscurity, compliance with information security standards such as ISO 27000)




Cycle

AAQ Unit 2 (Pack B Part 1)
Use of networking architectures and principles for security

Name: TARGET
Assessment
HWK Mark / / SBE BE E AE SAE
Result:
KEYWORDS Unit Description
intranet internet Personal Area Students should apply their knowledge and
Network (PAN) . N
PTRTTTNT — understanding of the security issues of networked
compatibility/interoperability extranet Cloud network ) o
systems and how to secure them in organisational
Storage Area Network network Wide Area :
(SAN) diagram Network (WAN) contexts. StUder'ltS thould be able to mte‘rpr.et and
Wireless Local Area Network | Star topology ethernet amend schematic diagrams. Homework is given
(WLAN) standards for each lesson. These consist of a mixture of
Wireless mesh Mesh topology Local Area short, factual questions assessing knowledge in
Network (LAN) isolati d| . in which stud
Logical bus Extended star Ad-hoc isolation and longer questions in which students
topology topology are asked to analyse a situation or justify their
peer-to-peer Hierarchical Logical ring answer to questions. The final assessment given
topology assesses student’s knowledge of the current unit.
client/server thin client virtualisation This is an internal assessment (30% of total grade).

B: Students should apply their knowledge and understanding of the security issues of

networked systems and how to secure them in organisational contexts. Students should be 4
able to interpret and amend schematic diagrams.

Applications and features of networks (including Network types, Private
B1.1 network types, wired and wireless integration, schematic diagrams,
Features/requirements of networks (cyber security related)
B1.2 Applications and features of network topologies (including physical
: topologies, logical topologies)
B1.3 Network architecture (Including peer-to-peer, client/server, thin client)
Modern trends - applications and security issues of (virtualisation, cloud
B1.4 . ;
computing, BYOD, remote working)




Cycle
AAQ Unit 2 (Pack B Part 2)
Network components

Name: TARGET
Assessment
HWK Mark / / SBE BE E AE SAE
Result:
KEYWORDS Unit Description
end-user devices, | Network Attached Ethernet Students should apply their knowledge and understanding
Storage (NAS) Lo
access poi ; of the security issues of networked systems and how to
point repeater bridge
— . . secure them in organisational contexts. Students should
Wi-Fi, IEEE universal serial NFC be abl . d d sch tic di
802.11 family of bus (USB) e able to interpret and amend schematic diagrams.
standards Homework is given for each lesson. These consist of a
switch, managed optical fibre gateway mixture of short, factual questions assessing knowledge in
and unmanaged isolation and longer questions in which students are asked
Li-Fi USB hub, active ren T , ,
and passive to analyse a situation or justify their answer to questions.
Digital Subscriber cellular, 5G secure disposal The final assessment given assesses student’s knowledge

Line (DSL)

malware vector

multi-functional
devices

media

lifespan/failure

of the current unit. This is an internal assessment (30% of
total grade).

B2: Students should apply their knowledge and understanding of the security issues of networked systems and

how to secure them in organisational contexts. Students should be able to interpret and amend schematic v

diagrams.

B2.1 Application and features of hardware components (including end-user devices, with

i connectivity and processing, connectivity devices, connection media,

Application and security issues of external media and storage (including encryption,

B2.2 | secure disposal, loss/theft of media, interception/copying, data loss/corruption, media
lifespan/failure, malware vector)
Application and features of software components (including network and device

B2.3 | operating systems, network monitoring, management and troubleshooting tools, network
applications)




Cycle
AAQ Unit 2 (Pack B Part 3)
Networking infrastructure services and resources

Name: TARGET
HWK Mark / Assessment| | gpp | pBg E AE | SAE
Result:
KEYWORDS Unit Description
j j 1 IPV4/IPV6
trust relationships 5 hierarchy /f I Students should apply their knowledge and
Automatic Private IP irectory services DHCEP failure : -
Addressing (APIPA) (DS) understanding of the security |ssu‘es of ne"cwo'rked
Transport Layer trust Dynamic Host systems and how to secure them in organisational

Security (TLS)

relationships

Configuration
Protocol (DHCP)

network address hardware, switch header
translation (NAT) ports
payload/body/content Static/dynamic Port Address
Translation
(PAT)

Internet Protocol (IP)

Transmission
Control Protocol
(TCP)

User Datagram
Protocol (UDP)

Domain Name
System (DNS)

access control

trailer/footer

contexts. Students should be able to interpret and
amend schematic diagrams. Homework is given for
each lesson. These consist of a mixture of short, factual
guestions assessing knowledge in isolation and longer
guestions in which students are asked to analyse a
situation or justify their answer to questions.

The final assessment given assesses student’s
knowledge of the current unit. This is an internal
assessment (30% of total grade).

B3: Students should apply their knowledge and understanding of the security issues of

networked systems and how to secure them in organisational contexts. Students should be 4
able to interpret and amend schematic diagrams.

B3.1 Application and function of (Transmission Control Protocol/Internet Protocol (TCP/IP),
) ports, packet, network address translation NAT)
B3.2 Application of domains, sub-domains and segmentation (inc/uding hierarchy, trust
i relationships, access control, security benefits)
B3.3 Application of network devices to configure networks (including server, router,
) switch, Wireless Access Point (WAP), firewall, bridge, gateway)
Application and function of network infrastructure services (including Domain Name
B3.4 System (DNS), directory services (DS), authentication services, Dynamic Host
Configuration Protocol (DHCP), routing, remote access services)
B3.5 Application and function of network services and resources (including file and print
i services, web, mail and communications services)




Cycle
AAQ Unit 2 (Pack C)
Cyber security documentation: Internal policies

Name: TARGET
HWK Mark / Assessment | , | gpp | B E AE | SAE
Result:
KEYWORDS Unit Description
Data Protection storage strategy external

Officer regulations/laws
disaster recovery cyber security data protection
policy incident response policy
policy

backup policy incident response external
procedures services policy
regulatory organisational staff training
compliance compliance

frequency/scheduling

security audits

troubleshooting

lockout policy

service
agreements

backup testing
strategy

sources, vendors,
contractors

internal policies

Students should know and understand the governance
policies and documents needed to establish and
maintain security on an ongoing basis. Homework is
given for each lesson. These consist of a mixture of
short, factual questions assessing knowledge in
isolation and longer questions in which students are
asked to analyse a situation or justify their answer to
questions.

The final assessment given assesses student’s
knowledge of the current unit. This is an internal
assessment (30% of total grade).

C: Students should know and understand the governance policies and documents needed to v

establish and maintain security on an ongoing basis.

Ci.1.1

training)

A Cyber security policy that uses the Plan-Do-Check-Act loop derived from part of the
International Organisation for Standardisation (ISO) 27001:2013 (including policies on
internet and email use, security and password procedures, staff responsibilities, staff IT security

C1.1.2

Security audits and their application to check compliance against policies (including
audit goals and scope, identify problems/gaps/weaknesses, check against internal policies,
check against external regulations/laws, reporting of results, required
improvements/changes)

C1.1.3

Backup policy (including selection of data, backup methods, backup type,
frequency/scheduling, storage strategy, responsibility, accountability, backup testing
strategy, legal/regulatory compliance, emergency/recovery procedures)

Ci.1.4

data protection policy to ensure organisational compliance (Data Protection Officer,
follow data protection principles, protecting rights/privacy, staff training, system security
procedures, application of policy to external contractors/consultants/vendors, responsibility
and accountability of staff/organisation)

C1.1.5

Cyber security incident response policy (including contacts,
procedures/flowcharts/checklists, communications)

C1.1.6

Disaster recovery policy (including purpose and scope, triage, roles and responsibilities,
contact list, monitoring and reporting requirements)

C1.1.7

External services policy (including general for external services policies, cloud, hardware,
software, support)




Cycle
AAQ Unit 2 (Pack D)
Forensic procedures: Forensic collection of evidence

Name: TARGET
A men
HWK Mark / ssessment| | gpp | BE E AE | SAE
Result:
KEYWORDS Unit Description
hibernation files shadow copies crash dumps Students should apply their knowledge and understanding
false positive data | System Volume | file signatures of the methods for collecting forensic evidence following
Information a security incident. Homework is given for each lesson
Inbound/ outbound civil liability DNS requests y ) o g ) )
traffic These consist of a mixture of short, factual questions
metadata errors/omissions regulatory assessing knowledge in isolation and longer questions in
: : breach which students are asked to analyse a situation or justify
DoS/DDoS signs file/data requests page files . .
their answer to questions.
BIOS contractual file/data reads The final assessment given assesses student’s knowledge
breach : of the current unit. This is an internal assessment (30% of
port usage synchronisation negligence
files total grade).

D: Students should apply their knowledge and understanding of the methods for collecting
forensic evidence following a security incident

D1.1.1

Forensics on devices — servers, PCs and mobile devices: meeting requirements for forensics

D1.1.2

The challenges of live forensics (including changing data in situ, recovering corrupted data and preventing data
corruption, capturing data in active memory, capturing remote data, not losing temporary files)

D1.1.3

Network forensics (including agreeing a network-testing forensics methodology with supervisory and
investigatory authorities, scanning of local infrastructure, reviewing and analysing firewalls and infrastructure
devices, analysing malware activity and alerts)

D1.1.4

Documenting the scene (including prior planning for a range of scenarios, securing the scene, plans,
photos, diagrams of the scene, contemporaneous notes, withess statements

D2.1.1

Requirements for maintaining an accurate record, made at the time, or as soon after the incident as
possible (including Retaining snapshots of the system)

D2.1.2

Requirements for the recording of all findings and considering how reliable the evidence is (including no
collection/action that could change data on a digital device, collection by competent person, creation of trail or
record of all actions taken, chain of custody, documentation of who is responsible for
collection/decisions/enforcement of standards)

D2.1.3

Requirements for the recording of any alterations that have been intentionally and unintentionally
imposed by the investigator (including documentation of all actions from initial seizure potential inadmissibility
of altered data, working with copies/images rather than original data/device)

D2.1.4

Requirements for the creation of visual evidence of findings (including photos, videos, screenshots, data-
time stamps, metadata)

D2.1.5

Ensuring the evidence is relevant and not a false positive (for example defining file signatures, search
criteria, known/estimated error rates of tools/target data types, feedback of false positive data to improve
detection method/algorithm, alert fatigue for high false positive rates, manual review of all positives to filter
obvious false ones, further investigation/check of filtered positives)

D2.2.1

Assessing the findings to determine whether they provide evidence of a crime and/or an incident
(including criminal, regulatory breach, civil liability, contractual breach, non-compliance with internal policy, cyber-
attack, negligence, mismanagement)

D2.2.2

Show that the system has been externally and/or internally compromised (including unusual traffic,
unusual login attempts, unusual DNS requests, increase in file/data reads, increase in file/data requests, unusual
port usage, suspicious changes to files/data, suspicious access to/changes to system files/data)

D2.3.1

Writing security reports on actions to prevent security incidents from reoccurring in the future (including
general report structure, analysis of the incident to identify)

D2.3.2

Improvements to the content of IT policies

D2.3.3

improvements to security protection measures (including physical, software, hardware, processes and
procedures, training)







Cycle
AAQ Unit 3 (Pack A)
Principles of website development

Name: TARGET
HWK Mark / Assessment| | gpg | pBE E AE | SAE
Result:
KEYWORDS Unit Description
Cross-browser branding Search engine
compatibility optimisation Understand how the principles of website development
closed captions | |ogical navigation intuitive are used to create effective websites. Homework is given
visual content, Target audience Legal for each lesson. These consist of a mixture of short, factual
constraints guestions assessing knowledge in isolation and longer
hamburger menu | Ethical constraints n;\?ig;(fc?(lnn guestions in which students are asked to analyse a
responsive fixed/sticky accessibility situation or justify their answer to questions.
navigation bars The final assessment given assesses student’s knowledge
breadcrumbs mobile typography of the current unit. This is an internal assessment (30% of
compatibility
site map UX elements UI Elements total grade).

A: Understand how the principles of website development are used to create effective
websites

Al

Purpose of websites (to include eCommerce, to provide information, to promote products
or services, to provide entertainment)

Al | Target audience (to include demographics and user personas)

Al Playout (to include F-Shaped pattern, Z-shaped pattern, grid layout, visual hierarchy,
grouping elements, separating content, unconventional layouts)

Al Navigation (to include fixed/sticky navigation bars, vertical navigation, hamburger menu,
logical navigation)

Al Content (to include written content, visual content, calls-to-action)

Al Design (to include typography, colour scheme)

Al User experience include accessibility (to include colour contrast, colour combinations,
closed captions, transcripts, keyboard-only navigation, breadcrumbs, customisable features)
User experience include consistency (to include branding, page layout, design, User

Al
Interface (UI) elements)

Al User-friendly (to include simplicity, intuitive, engaging, responsive)

Al Use of motion and movement (to include micro-interactions, animation, parallax scrolling,
image sliders, purpose of motion)

Al Dynamic websites (to include customised user experience, controlled access to content)

Al Cross-browser compatibility (to include reducing discrepancies in different browsers,
mobile compatibility)

Al Search engine optimisation
Planning a website in response to a client brief: Establishing the client’s

A2 | requirements (including purpose, problem to be solved, key messages, user motivations
and goals, intended audience, technical requirements)

A2 Research to identify new ideas (including existing websites, content ideas, available
resources, legal and ethical constraints)

A2 Structuring the website (including site map, nhumber of pages, content and features, site

navigation)




Cycle
AAQ Unit 3 (Pack B)
Website design skills

Name: TARGET
HWK Mark / Assessment| | gpg | pBE E AE | SAE
Result:
KEYWORDS Unit Description
typography vector graphic | file formats Explore website design skills and techniques to meet client
user experience wireframing grouping requirements. Homework is given for each lesson. These
tools elements consist of a mixture of short, factual questions assessing
accurate aligning colour palette

knowledge in isolation and longer questions in which

dlmens_lons element.s students are asked to analyse a situation or justify their
naming compression balance of .
; answer to questions.
conventions content . ,
The final assessment given assesses student’s knowledge
page elements branding logical folder of the current unit. This is an internal assessment (30% of

structure total grade).

B: Explore website design skills and techniques to meet client requirements

Creating wireframes (wireframing tools, to include sketching on paper, graphic design

2 software, UX design software, wireframing app)

B1 Wireframing techniques (to include hierarchy of page elements, balance of content
grouping elements, aligning elements, accurate dimensions)

Bl Design ideas i.e. visual style (to include, colour palette, branding, typography)

B1 Reviewing fithess for purpose i.e. quality (to include clarity, detail, user experience,
meeting client requirements).
Creating assets (including writing headlines and copy, to include short sentences, short

B2 paragraphs, avoiding jargon, appropriate mode of address, visual assets, to include
image editing techniques, image manipulation techniques, vector graphic drawing
technigues)

B2 | Sourcing assets (to include written copy, stock images, icons, video)

B2 | Preparing assets (to include trimming video, compression, file formats)

B2

Managing assets (to include logical folder structure, naming conventions)




Cycle
AAQ Unit 3 (Pack C Part 1)
HTML and CSS

Name: TARGET
Assessment
HWK Mark / Result: / SBE BE E AE SAE
KEYWORDS Unit Description
controlling video transitions interactive
maps . . .
internal and - anchors Develop a V\{ebslte to meet client reqwrements..
external links ex Homework is given for each lesson. These consist of
search modal box images a mixture of short, factual questions assessing
functionality _ - knowledge in isolation and longer questions in which
forms accordion ta students are asked to analyse a situation or justify
hover effects menus motion their answer to questions.
The final assessment given assesses student’s
tables animated logo links and knowledge of the current unit. This is an internal
: buttons assessment (30% of total grade).
shopping cart CSS box model sliders
C: Develop a website to meet client requirements v

C1 HTML Navigation (to include menus, internal and external links, anchors)

C1 HTML Adding Content and forms (to include text, images, video, tables of information)

c1 forms)

CSS styling (to include colour, web typography, text formatting, links and buttons, tables,

c1 tools

CSS page layout (to include CSS box model, responsive layouts, CSS media queries layout




Cycle
AAQ Unit 3 (Pack C Part 2)

JavaScript
Name: TARGET
HWK Mark / Assessment| | gpg | BE E AE | SAE
Result:
KEYWORDS Unit Description
controlling video transitions interactive
maps Develop a website to meet client requirements.
internal and text anchors Homework is given for each lesson. These consist of a
external links : mixture of short, factual questions assessing
search modal box images K ledge in isolati dl . in which
functionality nowledge in isolation and longer questions in whic
forms accordion tab students are asked to analyse a situation or justify
hover effects menus motion thelr.answer to questhns.
The final assessment given assesses student’s
tables animated logo links and knowledge of the current unit. This is an internal
buttons assessment (30% of total grade)
shopping cart | CSS box model sliders € oortotalg :
C: Develop a website to meet client requirements v

C1 JavaScript images (to include sliders, gallery)

C1 JavaScript information (to include accordion, tabs, modal box, filtering information)

C1 JavaScript animation (to include hover effects, transitions, animated logo, motion)

C1 JavaScript search functionality, shopping cart, interactive maps




Cycle

AAQ Unit 3 (Pack C Part 3)

Website development process

Name: TARGET
HWK Mark / Assessment| , | gpg | pE E AE | SAE
Result:
KEYWORDS Unit Description
HTML5 user experience client
standards requirements
suitability text-to-speech legal and Develop a website to meet client requirements.
ethicgl Homework is given for each lesson. These consist of
: : constraints a mixture of short, factual questions assessing
Responsive logical Semantic knowledge in isolation and longer questions in
design navigation HTML wieds gerquestions
which students are asked to analyse a situation or
World Wide Web Content alternative justify their answer to questions.
Web Accessibility tags The final assessment given assesses student’s knowledge
Consortium Guidelines of the current unit. This is an internal assessment (30% of
(W3C) (WCAG), total grade).

zoom features

user interactivity

search engine
optimisation

C: Develop a website to meet client requirements

C2 | Accessibility features (to include alternative tags, zoom features, text-to-speech)

Cc2

Standards (to include Web Content Accessibility Guidelines (WCAG), World Wide Web
Consortium (W3C) standards, HTML5 standards)

C2 Semantic HTML

C2 | Consideration of search engine optimisation

Self-review (areas of consideration including quality in comparison to similar websites,
C2 | suitability for audience and purpose, meeting client requirements, legal and ethical
constraints, consistency, readability)

C2 | Publishing the website.

C3

Functionality testing (test plan areas, to include links, user interactivity, responsive to
different screen sizes)

C3

Usability testing (user testing audit areas, to include accessibility, logical navigation,
clarity of information, user experience)




Cycle
AAQ Unit 4 (Pack A)
Relational database management systems (RDBMS)

Name: TARGET
Assessment
HWK Mark / / SBE BE E AE SAE
Result:
KEYWORDS Unit Description
attribute tuple un-normalised Understand how the principles of relational database
form models, data storage and normalisation are used to create
one-to-one queries reports . . . . .
effective relational database solutions. Manipulating data
Domain union Ql\:grit[:ﬁtg;ﬁ:ge structures and data in relational databases. Preliminary
(My SQL) scoping of a relational database solution in response to a
Anomalies normalisation intersect client brief. Homework is given for each lesson. These
— - consist of a mixture of short, factual questions assessing
one-to-many cardinality primary

knowledge in isolation and longer questions in which
students are asked to analyse a situation or justify their

many-to-many composite foreign answer to questions.
The final assessment given assesses student’s knowledge
referential Data dictionary join and select of the current unit. This is an internal assessment (30% of
integrity

total grade).

A: Understand how the principles of relational database models, data storage and

normalisation are used to create effective relational database solutions. Manipulating data

structures and data in relational databases. Preliminary scoping of a relational database
solution in response to a client brief

Types of relational database management systems (RDBMS) and their operating

Al system support (desktop databases, server databases, to include: My Structured Query
Language (MySQL) — Oracle®)

Al Types of relational data structure concepts (including relation attribute, domain tuple,
degree, cardinality)

Al Relational algebra sets and symbols (inc/uding union, intersect, join and select)

Al Relational keys (including super key, candidate key, primary key, foreign key)

Al Integrity constraints (including entity integrity, referential integrity)

Al Entity relationship types (inc/luding one-to-one, one-to-many, many-to-many)
Manipulating data structures and data in relational databases; Defining, modifying

A2 and removing data structures and data (i.e. Updating, inserting, modifying and deletion,
Retrieval of data for queries and reports)
The role of normalisation in developing efficient data structures (including

A3 . s b . . L 2
Anomalies, keys, referential integrity, data dictionary, stages of normalisation)

A4 Purpose (to include problem to be solved, technical requirements)

A4 Research (to include existing databases, structuring data i.e. tables, keys and available
resources)

A4 | Technical vocabulary, Logical structure




Cycle

AAQ Unit 4 (Pack B Part 1)

Relational database design techniques and processes

Name: TARGET
HWK Mark / Assessment| | gpp | pE E AE | SAE
Result:
KEYWORDS Unit Description
data integrity Relational correctness
forei algebra . . Design a relational database solution to meet client
oreign keys normalisation relationships requirements. Homework is given for each lesson. These
one to many testing many to consist of a mixture of short, factual questions assessing
. : . : many knowledge in isolation and longer questions in which
relationship Implemgntatlon one to one students are asked to analyse a situation or justify their
types techniques .
. " answer to questions.
Logical ER entity Conceptual The final to tudent’
modelling ER modelling e final assessment given assesses student’s
knowledge of the current unit. This is an internal
prototyping DBMS Cloud/Server assessment (30% of total grade).
B: Design a relational database solution to meet client requirements v

B1 Conceptual ER modelling (including entity names, relationships, relationship types)

Logical ER modelling (including entity names, relationships, relationship types,

=L attributes, primary keys, foreign keys)
B1 Relational algebra (including one to many, one to one, many to many, AND, OR, NOT,
<,>, 2, <

Bl DBMS selection (to include desktop software, Cloud/Server-based)

Bl Database implementation techniques (including prototyping and testing)

Bl

Quality, effectiveness and appropriateness of the solution (including correctness of
data, relationships between data, data integrity, normalisation)




Cycle
AAQ Unit 4 (Pack B Part 2)
Design documentation

Name: TARGET
HWK Mark / Assessment| | ggg | pBE E AE | SAE
Result:
KEYWORDS Unit Description
field lengths validation masks Learners will develop their understanding of what makes
validation disabled fields scripts an effective user interface and how to effectively manage
calculated fields grouping radio buttons a project. They will use this understanding to plan, design

combo boxes

program code

macros

wild cards calculated queries | multiple criteria
usability accessibility conditional
formatting

normalisation

functionality

data integrity

and create a user interface.

Homework is given for each lesson. These consist of a
mixture of short, factual questions assessing knowledge in
isolation and longer questions in which students are asked
to analyse a situation or justify their answer to questions.
The final assessment given assesses student’s knowledge
of the current unit. This is an internal assessment (30% of
total grade).

B: The essential content topics require understanding of the concepts, processes and v

implications of transmitting data within and between IT systems

B2 Requirements of the brief, Audience, Purpose, Client requirements

Legal and ethical considerations (including data protection legislation, applicable

e regulations)
Data structure designs (including data dictionaries (tables, field names, field lengths, data
B2 o ) . ? : o
types, validation), entity relationship modelling, normalisation)
B2 User interface design (include form design, menu design, queries, reports, test
automation, test plans)
B3 Self-review (areas for consideration includes suitability for user, meeting client

requirements, legal and ethical constraints, consistency)

B3 Refining ideas and solutions

B3 Updating design specification documentation




Cycle
AAQ Unit 4 (Pack C Part 1)
Producing a database solution

Name: TARGET
Assessment
HWK Mark / / SBE BE E AE SAE
Result:
KEYWORDS Unit Description
masks action queries form values Develop a relational database solution to meet client
Task automation links/relationships Populating requirements. Use of an appropriate database management
- database system and Structured Query Language (SQL) to produce a
calculated field automated data entry ) L .
queries forms database solution to meet client’s requirements. Homework
user-generated navigation data tables is given for each lesson. These consist of a mixture of short,
: quer!es : : ___ factual questions assessing knowledge in isolation and longer
manipulating data importing data ;/jlécsiatmn questions in which students are asked to analyse a situation
grouping layouts child forms or justify their answer to questions.
The final assessment given assesses student’s knowledge of
Structured Query macros database the current unit. This is an internal assessment (30% of total
Language management grade).
system

C: Develop a relational database solution to meet client requirements. Use of an

appropriate database management system and Structured Query Language (SQL) to v

produce a database solution to meet client’s requirements

C1 Creating, setting up and maintaining data tables

C1 Creating links/relationships between data tables

C1 | Applying data validation rules

C1 Generating outputs (to include user-generated queries, automated queries, reports)

C1 User interface (to include navigation, data entry forms, child forms)

C1 Task automation

C1 Populating the database (including importing, adding data, manipulating data)




Cycle
AAQ Unit 4 (Pack C Part 2)
Testing the database solution

Name: TARGET
Assessment
HWK Mark BE BE E AE SAE
a / Result: / S
KEYWORDS Unit Description
testing query types of
outcomes complexity testing Develop a relational database solution to meet client
Lega_l requirements Q_ue_r)_/ requirements. Homework is given for each lesson. These
constraints : _ optimising consist of a mixture of short, factual questions assessing
User/client functionality eth'c‘—f” knowledge in isolation and longer questions in which
constraints students are asked to analyse a situation or justify their
usability tests test Optimising ) ¥ J Y
documentation answer to questions.
The final assessment given assesses student’s knowledge
Data sizes referential overheads of the current unit. This is an internal assessment (30% of
integrity total grade).

C: Develop a relational database solution to meet client requirements

C2 Different types of testing (include referential integrity, functionality)

C2 Selection and use of appropriate test data (including erroneous, extreme, normal)

C2 Object testing (including tables, queries, reports, forms, menus)

C2 | Usability testing (including selecting suitable test users, devising suitable usability tests)

C2 | Gathering feedback from users

C2 Producing appropriate test documentation

C2 Making use of testing outcomes to improve and/or refine the database solution.
Reviewing the database solution (inc/uding Quality of the database, Fitness for purpose,

C3 | Suitability against the original requirements, Legal and ethical constraints, Strengths and
improvements)

ca Optimising the database solution (inc/luding Data types, Data sizes, overheads for many

tables, guery complexity, Query optimising)




